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LAW AND THE REGULATORY AUTHORITY

Legislative framework

1 | Summarise the legislative framework for the protection
of personally identifiable information (PII). Does your
jurisdiction have a dedicated data protection law? Is the data
protection law in your jurisdiction based on any international
instruments on privacy or data protection?

The legislative framework for the protection of PIl in Korea consists
of the Personal Information Protection Act (the PIPA) and various
sector-specific laws. The PIPA is the overarching statute regarding the
protection of PIl and was enacted with reference to the OECD guidelines
and similar foreign precedents. Regarding information communication
technology (ICT) and online privacy, the Act on Promotion of Information
and Communications Network Utilisation and Information Protection
(the Network Act) applies. Additionally, Korea has the following sector-
specific laws that regulate the protection of PII:

the Credit Information Use and Protection Act (the Credit

Information Act) governs the protection of credit information in the

finance sector;

the Framework Act on Consumers applies to consumer data;

the Act on the Consumer Protection in Electronic Commerce, etc.

(the Electronic Commerce Act) governs privacy in the context of

electronic commerce;

the Act on the Protection, Use, etc, of Location Information (the

Location Information Act) governs location information;

the Medical Service Act applies to dated related to healthcare;

the Act on the Promotion of Workers' Participation and Cooperation

applies to data in the context of labour and employment; and

the Framework Act on Education applies to data in the context of

education.

Data protection authority

2 | Which authority is responsible for overseeing the data
protection law? Describe the investigative powers of the
authority.

In Korea, multiple governmental authorities deal with data protec-
tion. The Personal Information Protection Commission, which is under
the direct supervision of the President, is a governmental commis-
sion established pursuant to the PIPA with the authority to review and
determine PII protection policies, to enhance systems and laws and to
interpret and implement laws related to PIl. The Ministry of the Interior
and Safety has the authority to oversee compliance with the PIPA and
has the power to demand information, investigate, impose monetary
fines, issue corrective orders, charge and recommend sanctions. The
Korea Communications Commission (the KCC) has the authority to
oversee compliance with the Network Act and has the power to regulate,

demand information, investigate, impose monetary fines and issue
corrective orders. The KCC also has authority to oversee the compliance
with the Location Information Act and has the power to demand infor-
mation, investigate and impose monetary fines. The Financial Services
Commission has the authority to oversee the Credit Information Act and
has the power to investigate any violation of the Credit Information Act
and impose monetary fines. The Korea Internet and Security Agency
(the KISA) has been delegated authority from the Ministry of the Interior
and Safety and the Korea Communications Commission and functions
as the enforcement body with regards to the PIPA and the Network Act.
The Fair Trade Commission has the power to order corrective measures
regarding unfair terms and conditions relating to PII.

Cooperation with other data protection authorities

3 | Are there legal obligations on the data protection authority to
cooperate with other data protection authorities, or is there a
mechanism to resolve different approaches??

The controlling authority of the PIPA is the Ministry of the Interior
and Safety. Because the PIPA explicitly states that ‘unless specifically
provided in other laws, the regulation of PIl protection shall comply
with the PIPA', it is inevitable for sector-specific authorities such as
the Financial Services Commission or the Korea Communications
Commission to cooperate with the Ministry of the Interior and Safety.
Although there are no statutory legal obligations, the relevant authori-
ties all cooperate with each other in practice.

Recently, there is a movement to amend the PIPA to elevate the
status of the Personal Information Protection Commission as the
control tower of data protection to facilitate consistent and cooperative
regulation by the relevant governmental agencies.

Breaches of data protection

4 | Can breaches of data protection law lead to administrative
sanctions or orders, or criminal penalties? How would such
breaches be handled?

The PIPA, the Network Act and other sector-specific laws provide for
administrative sanctions or criminal penalties that apply upon occur-
rence of breaches.

In the case of PIPA, a company that violates the PIPA can be subject
to both administrative sanctions and criminal penalties. The Ministry of
the Interior and Safety can issue corrective orders such as the termina-
tion of any activities that infringe on PII, the temporary suspension of PlI
processing and the implementation of necessary measures to protect,
and prevent any infringement of, PIl. Additionally, if the company is
determined to have violated any laws related to PIl protection, a recom-
mendation for disciplinary measures against the responsible individual
(including the representative director and the officer in charge) may
be issued. Further, a monetary fine up to 500 million won can be
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imposed for the loss, theft, leakage, alteration and impairment of a
resident registration number. Pl collection, or obtaining consent for
Pl collection, through false pretences or improper means, disclosing
or providing unauthorised access to Pl acquired in the course of busi-
ness, or impairing, destroying, modifying, falsifying or impairing another
person’s Pl without proper authorisation or beyond the scope of his or
her authorisation can be subject to imprisonment for up to five years or
a monetary penalty up to 50 million won under the PIPA. Further, a party
that fails to adopt necessary measures to procure security pursuant to
the PIPA and, as a result, incurs loss, theft, leakage, alteration or impair-
ment of PIl can be subject to imprisonment for up to two years or a
monetary penalty up to 10 million won.

In the case of the Network Act, if the ICT service provider collects
PIl without consent, uses PII for a purpose beyond the agreed scope,
provides PII to a third party, delegates PIl processing without consent,
fails to supervise or train the delegatee PIl processor resulting in the
delegatee’s breach of privacy laws, incurs loss, theft, leakage, falsifica-
tion, alteration and impairment of PIl due to the lack of data protection
measures, or transfers Pll overseas without consent, the KCC may
impose a monetary fine of up to 3 per cent of the revenue in relation to
such violation.

SCOPE

Exempt sectors and institutions

5 | Does the data protection law cover all sectors and types of
organisation or are some areas of activity outside its scope?

The PIPA is the overarching law and applies to all private sectors and
government sectors, individuals and companies. There is no organisa-
tion that is exempt from the PIPA. However, the PIPA provides that when
a governmental agency requires PIl to conduct its duties prescribed by
law for the purpose of public interest, PIl may be collected, used and
provided without consent.

The Network Act and sector-specific laws such as the Credit
Information Act, the Location Information Act, the Medical Service Act
and the Framework Act on Education only apply to the relevant sector.

Communications, marketing and surveillance laws

6 | Does the data protection law cover interception of
communications, electronic marketing or monitoring and
surveillance of individuals? If not, list other relevant laws in
this regard.

The PIPA and the Network Act both restrict the unauthorised intercep-
tion of communications or electronic commerce. The PIPA focuses on
implementing measures that would prevent unauthorised interception
while the Network Act provides for protection of Pll processed by ICT
networks and penalises interception by unauthorised persons.

Such activities could also be subject to the Protection of
Communications Secrets Act or the Criminal Act. Under the Protection
of Communications Secrets Act, mail censorship, interception of ICT
communications, providing communication records, or recording of or
listening to confidential conversations of third parties are prohibited
unless they fall under statutory exceptions.

Other laws

7 | Identify any further laws or regulations that provide specific
data protection rules for related areas.

There are several laws that provide for specific data protection rules
by sector. The ICT sector is subject to the Network Act, the Framework

Act on Electronic Documents and Transactions, the Location Information
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Act, and the Protection of Communications Secrets Act. Employee moni-
toring is governed by the Act on the Promotion of Workers' Participation
and Cooperation. Information in the healthcare sector is subject to the
Medical Service Act, National Health Insurance Act, Public Health and
Medical Services Act and Emergency Medical Service Act. Data protec-
tion in the finance sector is governed by the Credit Information Act
whereas the education sector is governed by the Framework Act on
Education.

Pll formats

8 | What forms of Pll are covered by the law?

Under the PIPA, PIl means information regarding a living person such
as the name, resident registration number or image that can identify
such living person. Even if a certain piece of information cannot, by
itself, identify a person, if the information can be easily combined with
other information to identify a person, such information is also deemed
to be PII. There is no limit as to the format or formality of the PII.

Under the Network Act, the definition of PIl is the same. However,
the parties who are regulated by the Network Act are limited to those
who intermediate communication using telecommunication systems or
provide telecommunication systems or those who use services provided
by ICT service providers to provide information or intermediate informa-
tion provision for profit.

Under the sector-specific laws, the scope of PIl that is covered
differs. For example, under the Credit Information Act, personal credit
information means data that is necessary to determine the creditworthi-
ness and credit transaction capacity of an individual. Under the Location
Information Act, the personal location information means the location of
a certain individual (including information, when combined with other
information, can identify the location of an individual).

Extraterritoriality

9 | Is the reach of the law limited to Pll owners and processors
of PIl established or operating in the jurisdiction?

The PII protection laws of Korea do not explicitly deal with extra-territo-
rial application. The position of the Korean government, however, is that
foreigners or foreign corporations that process Pl of Koreans should
implement PII protection measures that commensurate to the level of
PIl protection under Korean law under the principle of reciprocity.

The recent amendments to the Network Act and its Enforcement
Decree adopt such principle of reciprocity for foreign ICT service
providers and also imposes new obligations on foreign ICT service
providers companies as follows: First, an ICT service provider who
does not have a domicile or place of business in Korea and whose (i)
total revenue for the preceding year is not less than 1 trillion won or (i)
revenue relating to ICT services for the preceding year is not less than
10 billion won must designate a representative in Korea to act as the
Chief Information Protection Officer under the Network Act. The repre-
sentative must perform the duties of the Chief Information Protection
Officer under the Network Act and in the event of any data leakage,
file reports to the regulatory authorities, to notify the data subjects
and to submit material for investigation. Second, the rules that previ-
ously applied to overseas transfer of Pll also apply to onward transfer
of Pll (that has already been transferred overseas) to a third country.
Accordingly, in such case of onward transfer, the data subject’s consent
is required and the PII protective measures under the Network Act
should be implemented. Third, by adopting the principle of reciprocity,
any foreign ICT service provider who is domiciled in a country that
restricts overseas transfer of PIl can be subject to the same level of
restriction for overseas transfer of PIl from Korea.

© Law Business Research 2019
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Covered uses of Pl

10 | Is all processing or use of Pll covered? Is a distinction made
between those who control or own PIl and those who provide
PIl processing services to owners? Do owners', controllers’
and processors’ duties differ?

Under the PIPA, ‘processing’ means the collection, generation,
connecting, interlocking, recording, storage, retention, value-added
processing, editing, retrieval, output, correction, recovery, use, provi-
sion, disclosure and destruction of Pll and other similar activities. The
PIPA does not particularly distinguish between those that control or
own PIl and those that provide PIl processing services to owners. Under
the PIPA, a single concept or term of ‘Pl processor’ is used for a party
(such as a public institution, legal person, organisation or individual)
that processes personal information directly or indirectly to operate
personal information files for official or business purposes.

Rather, a similar distinction under the PIPA to that between data
controller and data processor would be the concept of delegator and
delegatee of processing. When a PII processor delegates Pl processing
to a third party (ie, delegatee), the delegator needs to conduct training
of the delegatee to prevent loss, theft, leakage, falsification, alteration
or destruction of PIl and supervise the delegatee’s processing activities
to ensure secure processing of Pl in accordance with the Enforcement
Decree of the PIPA. In the event any liability arises in the context of
PIl processing by the delegatee due to the violation of the PIPA, the
delegatee would be treated as an employee of the delegator vis-a-vis
the data subject. The delegatee is prohibited from using PIl beyond the
scope of delegation and from providing the Pl to third parties.

The PIPA also imposes a higher level of PIl protection to certain
types of Pl processors. Governmental agencies have heightened
obligations for Pl protection compared with the private sector. Such
obligations include the duties to:

disclose the registration of Pll files;

conduct privacy impact assessments;

establish and disclose privacy policies that include policies

regarding PII files that are subject to registration;,

grant the data subject the right to access PII; and

participate in dispute resolution procedures.

LEGITIMATE PROCESSING OF PII

Legitimate processing - grounds

11 | Does the law require that the holding of Pll be legitimised
on specific grounds, for example to meet the owner’s legal
obligations or if the individual has provided consent?

As a matter of principle, Pl processing is permitted only with the consent
of the data subject. However, PIl processing without consent is possible
in the following exceptional or inevitable cases under the applicable law.
Under the PIPA, PIl processing without the data subject’s consent
is permitted in the following cases:
statutory exceptions;
inevitable for compliance with law;
inevitable for governmental agencies to conduct their statu-
tory duties;
inevitable for executing and performing contracts with the data
subject;
necessary to protect the life, physical safety or property interest of
the data subject or a third party and the data subject is not avail-
able to provide consent; or
necessary to achieve the legitimate interest of the data processor
and such interest overrides the interest of the data subject.

LAB Partners

Under the Network Act, PIl processing without the data subject’s
consent is permitted in the following cases:

necessary to provide the ICT services under the contract with the

data subject and obtaining customary consent is not feasible due to

economic or technical difficulties;

necessary to process payment for the ICT services that have been

provided to the data subject; or

statutory exceptions under other laws.

Further, under the recent amendments to the Network Act, the addi-
tional obligations are imposed if the data subject is under 14. Such
additional obligations include ensuring that (i) the consent uses an
easily understandable format and clear and straightforward language;
and (i) the consent of the legal representative is also obtained.

Under the Credit Information Act, PIl processing without the data
subject’s consent is permitted in the following cases:

statutory exceptions;

inevitable for compliance with the law;

inevitable for executing and performing contracts, such as financial

transactions, with the data subject;

necessary to protect the life, physical safety or property interest of

the data subject or a third party and the data subject is not avail-

able to provide consent; or

necessary to achieve the legitimate interest of the data processor

and such interest overrides the interest of the data subject.

Under the Location Information Act, PIl processing without the data
subject’s consent is permitted in the following cases:
upon the request of an emergency rescue agency or the police for
the purpose of emergency rescue;
upon the request of an emergency rescue agency for the purpose
of sending warnings;
inevitable for executing and performing contracts with the
data subject;
necessary to process payment for the location information services
or location-based services that have been provided to the data
subject; or
statutory exceptions under other laws.

Legitimate processing - types of Pll

12 | Does the law impose more stringent rules for specific types of
PlI?

Under the PIPA, more stringent rules (such as obtaining a separate

consent) apply to:

. sensitive information (such as ideology, beliefs, trade union or
political party membership, political opinion, health, sexual life or
other type of information that could substantially impair the data
subject’s privacy); and
personal identification information (such as resident registration
number, passport number, driver’s licence number or foreigner
registration number).

In particular, the processing of resident registration numbers (which
is a type of personal identification information) is prohibited in prin-
ciple and only allowed if specifically permitted under law or explicitly
required to protect the life, physical safety or property interest of the
data subject or a third party.
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DATA HANDLING RESPONSIBILITIES OF OWNERS OF PII

Notification

13 | Does the law require owners of Pll to notify individuals whose
Pll they hold? What must the notice contain and when must it
be provided?

The PIPA and the Network Act requires data processors to notify the
data subject as set forth below.

PIPA
First, when the data processor obtains consent from the data subject
for PII collection, the data processor must notify the data subject of the
following information:
the purpose of the collection and use of PII;
the type of PIl being collected;
the retention period of PII; and
the right to refuse consent and the disadvantages resulting from
refusing consent.

If there are any changes to the above, such changes also need to be
notified to the data subject.

Second, if the PIl being processed by the PII processor is collected
from someone other than the data subject, the PIl processor must notify
the data subject of the following information immediately upon the
request of the data subject:

the source of the PII collection;

the purpose of the PII processing; and

the right of the data subject to request the PIl processor to suspend

processing of the data subject’s PlII.

Third, if the PIl processing is being delegated to a third party, the
following information needs to be published on the relevant website or
otherwise disclosed in a manner easily accessible to the data subject:
the processing activity that is being delegated; and
the identity of the delegatee.

Fourth, in the case of PII transfer due to corporate events such as busi-
ness transfer, the transferor must notify the data subject in writing or by
posting on the transferor’s website.

Network Act
First, when obtaining consent from the data subject for PII collection, the
data processor must notify the data subject of the following information:
the purpose of the collection and use of PII;
the type of PIl being collected; and
the retention period of PII.

If there are any changes to the above, such changes also need to be
notified to the data subject.

Second, in the case of Pl transfer due to corporate events such as
business transfer, the transferor must notify the data subject by email
or by posting on the transferor’s website.

Third, ICT service providers whose revenue for ICT related services
is 10 billion won or more in the preceding year or whose number of daily
average users is one million or above for the last three months of the
preceding year must notify the data subjects of the use of PIl at least
once a year by email, mail, text or telephone.

www.lexology.com/gtdt
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Exemption from notification

14 | When is notice not required?

Notice is not required for exceptional circumstances, such as a threat
to life, the risk of bodily harm or the substantial impairment of rights
regarding another person’s property or other interest.

Control of use

15 | Must owners of Pl offer individuals any degree of choice
or control over the use of their information? In which
circumstances?

Under the PIPA and the Network Act, the consent for collection of PlI
and the consent for sharing PII with a third party (or, in the case of the
Network Act, delegation of processing to a third party) should be clearly
distinguished so that the data subject is aware of the scope of each
consent. Also, when collecting PII, the data processor needs to clearly
distinguish between mandatory Pl and optional PIl thereby providing a
degree of control to the data subject.

Data accuracy

16 | Does the law impose standards in relation to the quality,
currency and accuracy of PII?

Under the PIPA, a PIl processor must ensure the accuracy, complete-
ness and currency of the PII to the extent required for the purpose of the
Pl processing by implementing the following procedures:

pre-verification of Pll being inputted;

data subject’s right to access and correct Pll; and

correction or deletion of inaccurate information.

Further, the PIl processor should exercise due care when processing Pll
to prevent any intentional or negligent alteration or destruction of PII.
Under the Network Act, ICT service providers are required to imple-
ment technical and organisational measures to ensure the security of Pl
and to prevent the falsification, alteration or destruction of PII. Like the
PIPA, the Network Act requires procedures for granting the data subject
access to Pl and the right to request correction of Pll to ensure the input
of accurate data and for rectifying or deleting any incorrect information.

Amount and duration of data holding

17 | Does the law restrict the amount of PIl that may be held or
the length of time it may be held?

Under the PIPA, the PIl must be destroyed when it becomes no longer
necessary to retain Pll due to the expiry of the PIl holding period or the
expiry or completion of the purpose of the PIl processing.

The specific holding period for PIl is determined by the sector-
specific laws. For example, the Act on the Consumer Protection in
Electronic Commerce, etc, states that information on:

expression and advertising should be stored for six months;

contracts and retraction of applications should be stored for

five years;

payment and provision of goods should be stored for five years; and

consumer complaints and dispute resolution should be stored for

three years.

Additionally, under the Credit Information Act, credit information should
be deleted by the date which is the earlier of (i) five years from the
termination of the financial transaction and (ii) three months from the
date on which the purpose for collecting and providing PIl has been
achieved. Please note that certain records (as set forth in question 23)
require retention for three years under the Credit Information Act.
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Finality principle

18 | Are the purposes for which PII can be used by owners
restricted? Has the ‘finality principle’ been adopted?

A PIl processor can only use Pl for the purpose for which the PIl was
collected. It is illegal for a PII processor to use the PIl beyond the
purpose of collection unless the consent of the data subject has been
obtained or there are exceptions in other statutes. Accordingly, it can be
viewed that the finality principle has been adopted.

Use for new purposes

19 | If the finality principle has been adopted, how far does the
law allow for PII to be used for new purposes? Are there
exceptions or exclusions from the finality principle?

In principle, a PIl processor can only use Pl for the purpose for which
the PII was collected unless the exceptions that allow PII processing
without consent (as described in question 11). Accordingly, unless the
new purpose falls under these exceptions, additional consent from the
data subject would be required to use PII for a new purpose.

SECURITY

Security obligations

20 | What security obligations are imposed on PIl owners and
service providers that process PIl on their behalf?

Under the PIPA, a PIl processor is required to implement physical,
technical and organisational measures to procure security, including
internal controls, access records, access controls, security software,
encryption, lock system, safety measures for accidents and disasters.
Details of such measures are set forth in the Standards for Procuring
Safety Measures regarding Personal Information issued by the Ministry
of the Interior and Safety.

Under Network Act, a PIl processor is required to implement
physical, technical and organisational measures to procure security,
including internal controls, access records, access controls, secu-
rity software, encryption, lock system, security measures for printing
and copying and restricted PII display. Details of such measures are
set forth in the Standards for Technical and Organisational Protective
Measures regarding Personal Information issued by the KCC. Also, the
recent amendments to the Network Act empowers the KCC to audit
the ICT service providers to confirm whether sufficient access control
procedures for information protection are in place.

Notification of data breach

21 | Does the law include (general or sector-specific) obligations
to notify the supervisory authority or individuals of data
breaches? If breach notification is not required by law, is it
recommended by the supervisory authority?

Under the PIPA, once the PIl processor finds out that Pll has been
leaked, the PII processor must notify, without delay, the data subject of
the following:
the type of PIl that has been leaked;
the timing and background of the leakage;
the actions that the data subject can take to minimise the damages
resulting from the PII leakage;
the remedial measures being taken by the PII processor and the
procedures for compensation for damages; and
the contact information of the division where the data subject can
file for damages.

LAB Partners

In the event the PIl processer takes emergency action to prevent any
additional leakage such as suspending connection, inspecting and
supplementing defects and deleting leaked PII, the PII can notify the
data subject after such action has been taken. If the data leakage
involves not less than 1,000 data subjects, the PIl processor must notify
the data subject in writing and also post such information on its website
for seven days or more (or if there is no website, in its place of business
or other easily accessible place).

Further, in the event the PIl leakage exceeds the scale prescribed
under the Enforcement Decree of the PIPA, the PIl processor must
notify, without delay, the result of the remedial measures and data
subject notification to the Minister of the Ministry of Interior and Safety
or the KISA.

INTERNAL CONTROLS

Data protection officer

22 | Is the appointment of a data protection officer mandatory?
What are the data protection officer’s legal responsibilities?

Under the PIPA, a PII processor has the obligation to designate a data
protection officer (DPO) who is in charge of Pl processing activities. The
duties of the DPO include the following:
the establishment and implementation of Pl protection plans;
the periodical review and improvement of Pl processing status
and practice;
the handling of complaints and compensation for damages arising
from PII processing;
the establishment of internal control systems to prevent leakage,
misuse and abuse of PII;
the establishment and implementation of PIl protection educa-
tion plans;
the protection, control and supervision of Pl files;
the establishment, amendment and implementation of
privacy policies;
the organisation of Pl files; and
the destruction of PIl whose purpose has been achieved or whose
retention period has expired.

Further, the DPO must take immediate remedial action once the DPO
becomes aware of any breach of privacy laws.

Under the Network Act, a Chief Information Protection Officer
should be appointed in relation to the security of ICT systems and secu-
rity of PIl. The duties of the Chief Information Protection Officer include
the following:

the establishment, management and operation of an information

protection system;

the analysis, assessment and improvement of defects in Pl

protection;

the prevention and remedy of infringement accidents;

the establishment of preemptive data protection measures and the

design and implementation of security measures,

the pre-assessment of information security;

the review of encryption of material information and the adequacy

of security servers; and

any other activities prescribed under the relevant laws to procure

information protection.
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Record keeping

23 | Are owners or processors of Pll required to maintain
any internal records or establish internal processes or
documentation?

The obligation to maintain internal records is set out in sector-specific
Pll protection laws. For example, under the Credit Information Act, credit
information companies are required to maintain the following informa-
tion for three years:
the name and address of the customer and the name and address
of the entity whom the PIl was provided to or exchanged with;
the details of the workscope requested by the customer and the
date thereof; and
the processing details of the requested workscope and the date
and details of the credit information provided.

While the above retention period applies to the aforementioned informa-
tion, the Credit Information Act requires that all credit information be
deleted by the date that is the earlier of (i) five years from the termina-
tion of the financial transaction and (i) three months from the date on
which the purpose for collecting and providing PIl has been achieved.

New processing regulations

24 | Are there any obligations in relation to new processing
operations?

Under the PIPA, heads of governmental agencies have the obligation
to conduct a privacy impact assessment that analyses the causes and
suggests improvements if there is a risk of infringement of PIl arising
from the management of Pl files pursuant to the standards prescribed
under the Enforcement Decree of the PIPA.

The Network Act requires electronic communication business
operators and information providers or intermediaries using electronic
communication services to obtain certification of their overall systems
(including physical, technical and organisational measures) to ensure
the security and reliability of the information communication network.

REGISTRATION AND NOTIFICATION

Registration

25 | Are PIl owners or processors of Pll required to register with
the supervisory authority? Are there any exemptions?

There are no general obligations that require PIl processors to register
with the supervisory authorities. However, certain sectors require
registration with, or permits from, the relevant supervisory authority
as follows:
PIPA: governmental agencies that operate PIl files must register
certain matters regarding the PII files with the Minister of the
Ministry of Interior and Safety.
Location Information Act: a permit from the KCC is required to
provide location-based services; provided that any location-
based service that does not deal with PIl can simply file a report
with the KCC.
Credit Information Act: a permit from the Financial Services
Commission is required to conduct a credit information business
that deals with credit information, such as a credit rating business,
credit investigation business or debt collection business.
Network Act: to conduct identity verification business, an applica-
tion to and designation by the KCC is required.
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Formalities

26 | What are the formalities for registration?

Each registration is subject to the formalities prescribed under the
sector-specific law. For example, with respect to location-based services,
the requisite documents for obtaining a permit or filing a report should
be submitted to the KCC in accordance with the Enforcement Decree
to the Location Information Act. No fees are required to be paid to the
Korea Communications Commission with respect to the permit or filing.
Recently, the Location Information Act has been amended to simply
the filing requirements for one person companies or small companies
conducting location-based services. Periodical renewal is not required
but an amendment filing should be made when there is a change in the
information submitted to the KCC.

Penalties

27 | What are the penalties for a Pll owner or processor of Pll for
failure to make or maintain an entry on the register?

Any location-based service that has not obtained the requisite permit or
filed the relevant report will be subject to criminal penalties. Likewise,
conducting any credit information business without the requisite permit
will be subject to criminal penalties. Anyone conducting identity veri-
fication business without designation by the applicable regulatory
authority will be subject to a monetary penalty of 10 million won.

Refusal of registration

28 | On what grounds may the supervisory authority refuse to
allow an entry on the register?

The supervisory authority may refuse to issue permits if the relevant
criteria under the sector-specific law is not satisfied. As an example,
with respect to a location-based service that deals with personal loca-
tion information, the following criteria will be comprehensively reviewed
in determining the issuance of the permit:

the feasibility of the location-based service plan;

technical and organisational measures for the protection of

personal location information;

adequacy of the size of facilities regarding the location-based

service,

financial and technical capacity; and

other matters necessary for conducting a location-based service.

Public access

29 | Is the register publicly available? How can it be accessed?

The KCC website provides information on location-based service with
permits, the Financial Services Commission website provides informa-
tion on credit information business with a permit and the KCC website
provides information on businesses that are designated as an identity
verification agency.

Effect of registration

30 | Does an entry on the register have any specific legal effect?

As registration or filings are not required in general for PIl processors
in Korea, specific legal effects do not exist.

Other transparency duties

31 | Are there any other public transparency duties?

Under the PIPA, a PIl processor has the obligation to disclose its PlI
processing policy which includes the purpose of PIl processing,
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retention period, third party sharing, delegation of processing, data
subject’s rights, the DPO and the operation of any devices that auto-
matically collect PIl (such as internet connection information files) and
the refusal thereof. The PIl processor must also grant the data subject
access to his or her PII.

Under the Network Act, the ICT service provider has the obliga-
tion to disclose its PIl processing policy which must include information
similar to those required under the PIPA. Also, the data subject has the
right to access his or her Pll and request provision of the PII.

TRANSFER AND DISCLOSURE OF PII

Transfer of PlI

32 | How does the law regulate the transfer of Pl| to entities that
provide outsourced processing services?

Under the PIPA, the date subject's consent is required for the PII
processor to disclose Pl to a third party. In contrast, the data subject’s
consent is not required to delegate Pl processing to a third party as long
as such delegation is posted on PIl processor’s website. The rationale
behind this dichotomy is that the provision of Pl to third parties is for
the benefit of the third-party recipient, whereas the delegation of PII
processing is for the benefit of the PIl processor.

On the other hand, under the Network Act, an information commu-
nication service provider is required to notify, and obtain the consent
of, the data subject for both the provision of PIl to third parties and
the delegation of PIl processing. Exceptions to the consent requirement
are available where the delegation by the information communication
network provider is necessary for the performance of the contract on
the provision of information communication services and the further-
ance of the user’s convenience, as long as the other relevant conditions
under the Network Act have been satisfied.

Restrictions on disclosure

33 | Describe any specific restrictions on the disclosure of PII to
other recipients.

Under the PIPA and the Network Act, when Pl is being disclosed to
another recipient due to a merger or business transfer, the Pl processor
is required to notify the data subject prior to such disclosure. In the case
where Pl is disclosed to the delegatee in the context of delegation of
PIl processing, the data subject’s consent is required for ICT service
providers under the Network Act whereas only notice is required for Pl
processors under the PIPA.

Cross-border transfer

34 | Is the transfer of Pll outside the jurisdiction restricted?

Under the PIPA, to provide PIl to a third party outside Korea, the following
information needs to be notified to the data subject and consent must be
obtained for such transfer:

the recipient of PII;

the recipient’s purpose for using PII;

the type of Pl being provided;

the period of storage and use of PIl by the recipient; and

the right of the data subject to refuse consent to transfer and, in the

event there are any disadvantages arising from such refusal, the

details of such disadvantage.

A PII processor cannot enter into a contract for overseas transfer of Pll
in violation of these restrictions under the PIPA. Note, however, that no
consent is required when Pl is being provided to a third party outside of
Korea for the purpose of delegating Pl processing.
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Under the Network Act, an information communication service
provider must obtain consent both for the provision of information to
a third party and for the delegation of PIl processing to a third party.
Exceptions to the consent requirement are available where the delega-
tion by the information communication network provider is necessary
for the performance of the contract on the provision of information
communication services and the furtherance of the user’s convenience,
as long as the other relevant conditions under the Network Act have
been satisfied. The recent amendments to the Network Act require the
data subject's consent in the case of onward transfer of PIl (that has
already been transferred outside Korea) to a third country.

Notification of cross-border transfer

35 | Does cross-border transfer of Pll require notification to or
authorisation from a supervisory authority?

Approval or authorisation from a supervisory authority is not required
for cross-border transfer of PII.

Notwithstanding, the government can require an information
communication service provider to adopt the following measures with
respect to the processing of information related to national security and
policies or information regarding advanced technology or devices devel-
oped in Korea:

the establishment of systematic and technical measures to prevent

the illegitimate use of the information communication network;

systematic and technical measures to prevent the unlawful
destruction or manipulation of information; and

measures to prevent the leakage of material information acquired

during the information communication service provider's

processing of information.

Further transfer

36 | If transfers outside the jurisdiction are subject to restriction
or authorisation, do these apply equally to transfers to
service providers and onwards transfers?

The recent amendments to the Network Act require the data subject’s
consent in the case of onward transfer of PIl (that has already been
transferred outside Korea) to a third country.

RIGHTS OF INDIVIDUALS

Access

37 | Do individuals have the right to access their personal
information held by PIl owners? Describe how this right can
be exercised as well as any limitations to this right.

Under the PIPA, a data subject can request a Pl processor for access
to the PII being processed and the PII processor must allow the data
subject to access his or her PIl within the time frame set forth in the
Enforcement Decree of the PIPA. If there is any justifiable reason for
delay in granting access, the PIl processor can extend the time frame
by notifying the data subject of such extension and the relevant cause.
Once the cause no longer exists, the PIl processor must grant access to
the data subject without delay.

The PII processor can refuse or limit the data subject’s access in
the event there are:

statutory prohibitions or restrictions on access;

potential threat to life or risk of bodily harm; or

potential impairment of property or other rights of another person.

In such cases, the PIl processor must notify the data subject of the
reason for the refusal or limitation of access.
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Under the Network Act, the data subject may request the ICT
service provider for access or provision of his or her Pl being processed
and the ICT service provider must take the necessary measures upon
such request.

Other rights
38 | Do individuals have other substantive rights?

Under the PIPA, an individual can require a Pl processor to correct or
delete his or her PIl once the data subject has accessed and reviewed
his or her PII. Further, the data subject can require the PIl processor to
suspend processing of his or her PII.

Under the Network Act, the data subject has the right to cancel his
or her consent for PIl processing and the right to request correction of
any inaccuracies.

Compensation

39 | Are individuals entitled to monetary damages or
compensation if they are affected by breaches of the law? Is
actual damage required or is injury to feelings sufficient?

Under the PIPA, a data subject can seek monetary damages or compensa-
tion if the damages incurred by the data subject were due to the violation
of the PIPA by the PII processor. In such cases, the PIl processor will be
liable unless it can prove that there was no intentional misconduct or
negligence on the part of the PIl processor. If the data subject incurred
damages caused by the loss, theft, leakage, falsification, alteration or
impairment of PIl arising from the intentional misconduct or negligence
of the PII processor, the court can order payment of damages up to
three times the amount of the damages incurred.

The Network Act contains similar provisions and the recent amend-
ments to the Network Act require ICT service providers above a certain
size to take measures such as setting aside reserves or purchasing
insurance to ensure payment of damages.

Enforcement

40 | Are these rights exercisable through the judicial system or
enforced by the supervisory authority or both?

Both. The rights of data subjects under the PIPA can be exercised
through litigation in court or by filing a request for corrective orders
with regards to a Pl processor’s infringement of the data subject’s
legitimate rights.

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions

41 | Does the law include any derogations, exclusions or
limitations other than those already described? Describe the
relevant provisions.

No further provisions.

SUPERVISION

Judicial review

42 | Can PIl owners appeal against orders of the supervisory
authority to the courts?

Data subjects can appeal against unlawful orders of the supervisory
authorities to the courts.
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SPECIFIC DATA PROCESSING

Internet use

43 | Describe any rules on the use of ‘cookies’ or equivalent
technology.

There are no specific statutory provisions that deal with cookies or
equivalent technology. Nonetheless, cookies can be viewed as Pll in
certain circumstances.

Under the Network Act, an information communication service
provider is required to include in its PIl processing policy terms
regarding the installation, operation and rejection of devices that auto-
matically collect Pll, such as internet connection record files. Such a Pll
processing policy should be disclosed to its users in an easily accessible
manner according to the requirements of the Enforcement Decree to the
Network Act.

Electronic communications marketing

44 | Describe any rules on marketing by email, fax or telephone.

Under the Network Act, in order to distribute marketing information for
commercial purposes through electronic transmission, the express prior
consent of the recipient is required. In the following cases, however,
such consent requirement is waived:
a party that has collected the recipient’'s contact information
through transactions regarding certain goods sends the recipient
marketing information for commercial purposes regarding the
same type of goods; and
a telemarketer under the Act on Door-to-Door Sales, etc, verbally
notifies the recipient where his or her PIl was collected and makes
solicitations over the telephone.

Cloud services

45 | Describe any rules or regulator guidance on the use of cloud
computing services.

The Act on the Development of Cloud Computing and Protection of Its
Users (the Cloud Computing Act) was enacted in 2015 and is currently in
effect. The principles of the PIPA and the Network Act as well as sector-
specific laws may also apply to cloud computing service providers.

Under the Cloud Computing Act, a cloud computing service
provider must endeavour to enhance the quality, performance and
data protection levels of its cloud computing service. The Minister of
the Ministry of Science and ICT has the authority to set out the stand-
ards for quality, performance and data protection (including physical,
technical and organisational measures) and issue a recommendation
to cloud service providers to comply with such standards. Also, under
the Cloud Computing Act, a cloud service provider cannot disclose a
user’s information to a third party nor use the user’s information for
purposes other than providing cloud computing services without the
user’s consent, unless a court order or subpoena has been issued by
a judge. The user can require the cloud computing service provider to
inform the user of the country in which the user’s information is stored.

Recently, the Electronic Finance Supervisory Regulations have
been amended to allow the use of cloud for Pl such as credit informa-
tion and personal identification information to promote the adoption of
cloud to further innovation and development of fintech business.
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UPDATE AND TRENDS

Key developments of the past year

46 | Are there any emerging trends or hot topics in international
data protection in your jurisdiction?

The issue of whether Korean privacy laws should apply to global
companies and how Korean privacy laws can effectively been enforced
against companies without a physical presence in Korea has been the
subject of a long-standing debate, often resulting in the argument of
reverse discrimination against Korean companies that are subject to
the stringent requirements under Korean privacy laws. To counter such
problems, the Network Act has been amended recently to enhance the
protection of Koreans against foreign companies that process Pl of
Korean data subjects but do not have a physical presence in Korea and
to adopt the principle of reciprocity. Specifically, the amendments to the
Network Act include the following:
an ICT service provider that does not have a domicile or place of
business in Korea and whose (i) total revenue for the preceding
year is not less than 1 trillion won or (i) revenue relating to ICT
services for the preceding year is not less than 10 billion won must
designate a representative in Korea to act as the Chief Information
Protection Officer; or (iii) by adopting the principle of reciprocity,
any foreign ICT service provider that is domiciled in a country that
restricts overseas transfer of Pll can be subject to the same level of
restriction for overseas transfer of Pll from Korea; and
to protect the cross-border circulation of Pll of Koreans, consent
will be required for onward transfer of Pll (that has already been
transferred overseas) to a third country.
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